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b. AustCyber run events and workshops

Date Description Attendees Location

07/02/23 Australian Cyber Security Professionalisation
Program (ACSP) co-design workshop three -
focused on Professional Standards and
Frameworks

10 Co-design team
members (industry
leaders/experts)

Melbourne -
KordaMentha
office

23/03/23 ACSP co-design workshop four - focused on
Professional Recognition Scheme design (part 1)

11 Co-design team
members (industry
leaders/experts)

Canberra -
Australian
Computer
Society office

c. Skills building activities

Australian Cyber Security Professionalisation Program (ACSP)

During this reporting period:
● Two face-to-face co-design team workshops were delivered focused on:

○ Agreeing on the need and value of professional standards and agree on
the skills frameworks to include - 7 Feb 2023

○ Agreeing on the need and value of an accreditation or recognition
scheme (part 1) - 23 March 2023

● The qualitative customer research was completed.
● Regular briefings continued with key stakeholders throughout the period.
● In early January the program team began engagement with the UK Cyber

Security Council and UK Government.
● The ACSP program was publicly announced via a joint media release with the

co-design team partners in late March. Example articles:
○ https://eglobaltravelmedia.com.au/2023/03/30/austcyber-launches-australian

-cyber-pro-program/
○ https://www.arnnet.com.au/article/706680/austcyber-organised-group-to-est

ablish-aussie-cyber-security-standard/

● A high level proposal and budget for phase two of the program was prepared
and presented to DISR for consideration in early March.
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● Work began drafting an ACSP report detailing the outcomes and outputs
achieved from phase one and a high level phase two plan including the
investment required. This report will be delivered to federal government
partners in the next reporting period.

Workshop three and four overview
The third co-design workshop was held in Melbourne on 7th February 2023. The
workshop was kindly hosted at the KordaMentha Melbourne office and focused on the
need and value of professional standards for cyber security and which cyber security
skills frameworks should be included and why.

Workshop four was held in Canberra on 23rd March 2023 to coincide with AISA Cyber
Conference being held in Canberra the same week. This workshop was again kindly
hosted at the ACS Canberra hub and focused on agreeing on the need and value of
an accreditation or professional recognition scheme.

During this period there were a few changes to the co-design team:
● as the representative for the Tech

Council of Australia
● AISA joined the team as part of the AISA’s succession plan in

preparation for later in the year
● ACSC has joined the co-design team and has been represented by

During these two workshops the co-design team:
● reviewed and discussed:

○ the key learnings to date from the employee and employer interviews.
○ the four detailed employee personas developed as a result of the

qualitative research. The detailed employer personas and high level
career pathways will be developed in the next reporting period.

○ what professional standards are and are not. They discussed the UK
Cyber Security Council program pilot which includes professional
standards and the value of having professional standards for cyber
security in Australia. They also looked at other alternatives that could be
considered.
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● were provided with a detailed spreadsheet of existing cyber security
frameworks to review and consider during workshop three. They were asked to
provide their feedback on which frameworks should be included or not
included and why out of session. Their feedback was presented and discussed
at workshop four in Canberra.

● learnt about the UK Cyber Security Council business model including their fee
and governance structure.

● reviewed and critiqued a high level ‘strawman’ professional recognition body
inspired by the UK Cyber Security Council business model.

Programoutcomes to date
The co-design team has designed and agreed:

● The draft baseline requirements to be recognised as a cyber security
professional that will inform the detailed design in phase two of the
professional standards in cyber security.

● There is a need and value in having professional standards for cyber security in
Australia.

● On the core cyber security skills frameworks to include and why. These
frameworks will be mapped and used for detailed development in phase two.

● On the need for and value of a professional recognition body and scheme for
cyber security in Australia.

Programoutputs to date:
The co-design team has produced:

● A set of requirements, tested with end users, that will inform the detailed
development of professional standards for cyber security. These will be
developed in phase two of the program.

9

DISR - for release under the FOI Act Document 13 - LEX 300140



● Four detailed cyber security employee personas including: existing worker, new
entrant, career changer and international worker. Employer personas and high
level career pathways will be produced in the next reporting period.
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● The high level design ‘strawman’ of the structure for the governing professional
recognition body. The high level business model including membership
models and fee structures of the body and scheme will be explored further in
the next reporting period.
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Qualitative employee and employer research
The qualitative research was completed during this reporting period. It involved 1:1
one-hour interviews with 25 employees and 20 employers.

Employees interviewed:
● Career changers — previously working in a different industry now in cyber

security.
● Existing professionals — working in a cyber security role for the past five years

or more.
● New entrants — working in a cyber security role for less than one year after

graduating (mix of school leavers and university graduates).
● International workers – moved to Australia within the last five years and are

working in a cyber security role. They were already working in cyber security in
their home country.

Employers interviewed:
● Non-technology focused small to medium enterprises (SMEs)
● Technology focused SMEs
● Corporates

Research key findings:

● Both employers and employees place a high degree of value on experience

working in the industry.

● Therefore, when they think of someone operating at the next level, a

professional, they want to see a professional standard that includes relevant
experienceworking in cyber security.

● Employees are drowning in the choice of how they learn about cyber security;

this was explicitly called out when talking about certifications.
● Those in the know, people who have been working in the industry for a while,

have pieced together their own version of criteria regardingwhat
certifications they recommend to their teams or look for when hiring people.

● Feedback suggested that there is no shortage of certifications, and degrees,
that aren’t worth the paper they are printed on, either because they can be
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gamed by buying ‘brain dumps’ online or don’t teach you what you need to
know to work.

● They see value in a single source of truth onwhat is valid and having these

validated ones being called out in a pathway to becoming a professional.

● Across the employees and employers interviewed, there was a strong theme

for the creation of a newbody to administer professional standards.

● A government-backed, industry-supported bodywas preferred. Employees

expressed that this felt like the right balance as government backing provided
validity, but not being government-run mitigated the risk of red tape, slowness,
and bureaucracy.

● When asked which government department made sense, the ACSCwas

referred to as themost relevant due to its focus, and many employees read
and listen to the content they put out around cyber security.

● Industry-ledwas called out as the speed and voice needed to ensure the

administration kept up to date.
● Employees suggested that having a diverse group of industry

representatives as part of this body would bring the balance needed to
ensure the continued growth of the industry.

● When employers were interviewed, including AIIA and Tech Council members,

they understood this was not about licensing but about recognition as a
professional; they saw the value for themselves and the industry and were
supportive.

● Recruitment was a key theme: making hiring easier and having better trust in

who is being hired and their capabilities.
● However, if there is a professional recognition scheme, it needs to be flexible

and inclusive, not create a barrier to entry. It must showcase what each
individual brings and not lock people into a traditional model where the only
pathway is via formal education.

● It is down to the individual to demonstrate professional qualities.
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● People outside the cyber security industrywould benefit fromhaving some

formof professionalisation to help them know who they are hiring or what to
look for.

Stakeholder engagement
As part of the broader industry stakeholder engagement, the program team is
continuing to meet, share, learn from and collaborate with the leads of other related
projects and programs. Through these opportunities the team continues to:

● work with the Digital Skills Organisation and APSC and have created a
visualisation to represent our respective programs align and complement
each other.

● engage with the UK Cyber Security Council and UK Government to learn about
the UK chartership program currently in pilot. This engagement has provided
insight and learnings on the development of the UK Cyber Security Council
including their governance and membership structure.

The following meetings and briefings occurred with program stakeholders:
● Co-design team

○ Adhoc individual briefings with team members before and/or after
workshops to provide updates on research findings and capture input
and feedback on program decisions and outcomes
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○ Australian Computer Society (ACS), 24 February & 28 March - share with
the broader ACS team as well as discuss professional standards schemes
in Australia

○ Tech Council of Australia, 1 February & 3 March - discuss a succession
plan with the outgoing representative ( ) and provide detailed
briefing to the new representative Scarlett McDermott

○ (ISC)2, 13, 17 & 22 February - introductions and overview discussions,
including how to work more closely together particularly during the next
phase of detailed design and development

○ ISACA, 15 March - introductions and overview discussion, including how to
work more closely together particularly during the next phase of detailed
design and development

● Government briefings and engagement
○ ACSC, 1 February - update to brief new ACSC team members
○ DISR, 3 February - update and preparations for phase two discussions
○ DISR, Home Affairs, DEWR and ACSC, 16 February - third workshop debrief

and feedback/input on decisions and outcomes
○ APSC, 9 March - sharing customer research learnings and respective

project updates
○ ACSC, 22 March - briefing for ACSC team members to join the co-design

team workshop three
○ DISR & ACSC, 31 March - phase two plan and funding requirements

discussion
● Industry stakeholders

○ Engineers Australia, 20 January, 17 February, 17 March - ongoing
engagement to share and collaborate on respective programs of work to
ensure consistency where relevant

○ Investment NSW, 30 January & 14 March - introductions, overview and Q&A
session about ACSP program

○ DSO, 22 February - briefing and update on customer research and
outcomes of workshop three

○ UK Cyber Security Council & UK Government, 31 January - introductions
and sharing updates and learnings from respective programs

16

s22

DISR - for release under the FOI Act Document 13 - LEX 300140



○ UK Government, 17 February - sharing learnings and process of the
establishment of the UK Cyber Security Council

○ Victoria Government Cyber branch, 16 March - introductions, overview and
Q&A session about the ACSP program

AUCyberExplorer

During the reporting period, AUCyberExplorer’s data has been refreshed with new
data for the 12 month period 1st February 2022 to 31st January 2023. The most recent
data indicates a dedicated workforce size of 51,309 workers with 7,070 jobs being
advertised. There are an additional 74,482 workers and 6,090 jobs which are classed
as related, meaning the roles are not wholly dedicated to cyber security but require
cyber security skills.
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● Completed customer research and produced four detailed
cyber security employee personas

● Developed high level ‘Strawman’ of professional recognition
body

● Created draft phase one report including high level phase two
project plan and investment required for government
stakeholders

● Publicly promoted the program via joint media release with all
co-design partners to start raising awareness of the scheme
more broadly
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b. AustCyber run events and workshops

Date Description Attendees Location

18 April
2023

Australian Cyber Security Professionalisation
Program co-design workshop 5 -focused on
Professional Recognition Scheme design (part 2)

8 co-design team
members (industry
leaders/experts)

Melbourne -
RMIT
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c. Skills building activities

Australian Cyber Security Professionalisation Program (ACSP)

During this reporting period:
● The last face-to-face co-design team workshop for phase one was delivered in April

in Melbourne. It was focused on agreeing on the need and value of an accreditation
or recognition scheme (part 2)

● Ongoing briefings were held seeking input and feedback with key stakeholders
● Introductions and briefings with new stakeholders to learn, share and identify

opportunities for collaboration and input in the next phase including:
○ Professional Standards Councils
○ Hudson, Technology & Projects
○ AWSN - Australian Women in Security Network
○ Tasmania Government
○ Lumify Group
○ Fifth Domain
○ Wise Law
○ University sector - Macquarie University, Melbourne University, University of

Tasmania, Deakin, RMIT and Australian Technology Network
● Continuing regular discussions with DISR, ACSC, Home Affairs and the Cyber Security

Strategy team to secure and finalise the funding for phase 2.
● The draft Phase 1 report, including the proposal for phase 2 was completed and

provided to Government partners in mid April for review. The next version of the
report was being prepared in late June to reflect all outputs and outcomes of phase 1
and feedback from Government partners. The next version of the draft report will be
provided to Government partners in the next reporting period for further review and
feedback.
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● AustCyber participated in the Australian Computer Society (ACS) event Building
Tasmania's Cyber Security Professionalism held in Hobart on Thursday 26th of May.

● Following the public announcement in late March a dedicated ACSP program website
page was created on the AustCyber website.

● Development began on an ASCP marketing plan to raise awareness of the program
details, co-design team, stakeholders and plans for the next phase.

● New strategic co-design team members and key stakeholders have been identified
and secured for the next phase of the program. Engineers Australia and the
Insurance Council of Australia have agreed to join the co-design team and the
Australian Women in Security Network (AWSN) have agreed to be a key stakeholder,
particularly in relation to the pilot phase of the program.

● Both the Tech Council of Australia and the Australian Information Security Association
(AISA) have formally advised the program team of their decision to step down as an
active member of the ACSP co-design team for Phase 2 of the program. Both
organisations will continue to be engaged as a stakeholder.

● Work began in May/June drafting high level cyber security specialisms/disciplines
relevant to the Australian market that will be key to the next phase of the program.
The draft specialisms have been critiqued by the co-design team and will undergo
further customer testing and detailed development in phase two.

Workshop five overview
The fifth co-design workshop was held in Melbourne on 17th April 2023. The workshop was
kindly hosted at the RMIT University in Melbourne City Campus and focused on agreeing on
the need and value of an accreditation or professional recognition scheme - part two.

During workshop the co-design team:
● reviewed and discussed:

○ the three detailed employer personas developed as a result of the qualitative
research.

○ outputs and outcomes from the previous session including:
■ skills frameworks
■ the professional recognition body ‘strawman’
■ design principles for the scheme
■ high level career pathway
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● Completed a financial modelling activity to generate ideas focused on how the
professional recognition body will create value in the sector. This activity generated a
number of ideas for the ongoing value and sustainability of the body that will be
developed in detail and tested in the next phase.

Programoutcomes and outputs for this reporting period
The co-design team has:

● critiqued the professional recognition governing body high level ‘strawman’ and
explored financial models for further development in phase two

● produced three detailed cyber security employer personas including: Non-technical
SMEs, Technical SMEs and Corporates.
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● produced a high level career pathway to be developed in detail in phase two
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● produced design principles to inform the detailed design and development of the
scheme in phase two
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Tasmania event overview
AustCyber participated in the Australian Computer Society (ACS) event Building Tasmania's
Cyber Security Professionalism held in Hobart on Thursday 26th of May.

This event, supported by the Tasmanian Government, attracted over 50 leaders in Tasmania
across cyber security, banking, TAFE, and higher education (Uni TAS). AustCyber's role was to
provide a keynote speech from AustCyber to provide an
overview of the ACSP Program, participation in the ACSP co-design team panel

, and facilitate a workshop over lunch.

The workshop focused on participants generating ideas on how they might contribute to the
success of a Tasmanian pilot of the ACSP program. This workshop generated over 50 ideas
as well as strong engagement and buy-in to both the ACSP program and AustCyber’s role
as the nodal player bringing the sector together to solve national challenges. We will
continue this collaboration and welcome further ideas and suggestions to make the pilot of
the ACSP program in Tasmanian an overwhelming success.

Stakeholder engagement
The following meetings and briefings occurred with program stakeholders:

● Co-design team
○ Adhoc individual briefings with team members before and/or after workshops to

provide updates and capture input and feedback on program decisions and
outcomes

○ Australian Computer Society (ACS), 21 April & 4 May - program sharing session
for input/feedback with Professional Standards Board and Authority, ACS VPs and
Chair ACS Cyber Security Committee

○ Australian Information Industry Association (AIIA), 2 May - program briefing and
consultation session with AIIA members

○ Tech Council of Australia, 16 May - discuss Tech Council’s involvement in the next
phase of the program

● Government briefings and engagement
○ DISR and ACSC, 12 April - program update and phase 2 proposal discussion
○ DISR, Home Affairs, DEWR and ACSC, 20th April - fourth and fifth workshop debrief

and feedback/input on decisions and outcomes
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○ Investment NSW, 2 May & 7 June - sharing sessions on complimentary programs
focused on cyber security skills frameworks and career pathways to identify
opportunities to collaborate

○ Tasmanian Government, 12 May - program briefing and sharing session to
inform the panel discussion at the Tasmanian event

○ Investment NSW, 31 May - participated in the NSW Cyber Security Skills Framework
- industry focus group interview

○ ACSC, 28 June - program update, report feedback and discussion about ACSC
potential involvement and support in phase 2

● Industry stakeholders
○ UK Government, 4 April - program update and sharing/learning session about

UK Council business structure
○ DSO, 11 April - briefing and update on program progress and outcomes
○ Crest, 13 April - program sharing session and explored opportunities to

collaborate
○ Hudson, Technology & Projects, 28 April - program sharing session and explored

opportunities to collaborate
○ Engineers Australia, 28 April, 26 May, 23 June - ongoing engagement to share

and collaborate on respective programs of work to ensure consistency where
relevant.

○ Engineers Australia, 11 May & 13 June - program briefing and discussion about
how we may work more closely with Engineers Australia in phase 2

○ Lumify Group, 17 May - program sharing session and explored opportunities to
collaborate

○ University sector, 23 and 25 May - program briefing and feedback session with
Macquarie University, Melbourne University, University of Tasmania, Deakin
University, RMIT and Australian Technology Network

○ Fifth Domain, 26 May - program sharing session and explored opportunities to
collaborate

○ Australian Women in Security Network (AWSN), 8 June & 21 June - program and
research sharing sessions, and explored opportunities to collaborate

○ Insurance Council of Australia, 13 June - program briefing and discussed and
agreed how we might work together in phase 2
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○ Wise Law, 16 June - program sharing session and explored opportunities to
collaborate

○ Skills Framework for the Information Age (SFIA), 22 June - introduction, sharing
session and discussed how we can collaborate in ACSP phase 2 and SFIA 9
consultation

○ Australian Cyber Collaboration Centre, 29 June - program sharing session and
explored opportunities to collaborate

ProgramPromotion
Following the public announcement in late March a dedicated ACSP program website page
was created on the AustCyber website to promote the program and co-design team. Five
documentary-style videos have been created featuring interview footage with ACSP
co-design team participants – one longer in length, and four shorter ones with individual
interviews. These have been uploaded to and promoted via AustCyber’s various channels.
The videos and the media release were added to the relevant sections of the AustCyber
website.

Work began in late June drafting ACSP FAQs to feature on the ACSP website page. The
co-design team members are involved in the development and final approval of these
FAQs. They will be published and promoted in the next reporting period.

A marketing plan began development to raise awareness of the program details, co-design
team, stakeholders and plans for the next phase.
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in period (max 5) recognition body and scheme (part 2)
● Produced three detail employer personas - Non technical SMEs,

Technical SMEs and Corporates
● Delivered draft phase 1 report which included the phase 2

proposal to DISR, Home Affairs and ACSC for feedback
● Participated in the Australian Computer Society (ACS) event

Building Tasmania's Cyber Security Professionalism held in
Hobart on Thursday 26th of May.

● Strategically identified and secured new key stakeholders to
work with in phase two including two new co-design team
members
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